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	Document purpose
	The purpose of this document is to provide guidance for users on accessing the replatformed Web Portal, following the Go Live on 28th May 2024.
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1. First login or reset password procedure 

The first access and the reset password procedure for the new Portal Web service follow the rules of authentication used for Multi Factor Authentication.

The procedure for the first login and resetting/changing the password are the same. The procedure is the same for all the environments: Training/Integration and Production.

To perform the first login to the portal, the user must select the “LOGIN TO PORTAL” button on the homepage. 

The user is required to have an account with an associated unique MFA email.

1. The user must login into the portal via the button below:
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2. After pressing the button, the user will be taken to the page below where they can login for the first time or use “Forgot your password? Or Login?”.
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3. A new page will appear, and the user needs to enter their username and the MFA email associated to their account.
Please note: For migrated accounts, the username (sign in name) and the MFA email must be the same as the one used in the old environments (for both Integration and Production). 
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4. Press “Send Verification Code”. This will send the OTP for the first access, to the email associated with the user’s account, A confirmation message appears. 
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5. Insert the OTP code received via email and then click on “Verify Code”. Using “Send New Code”, the user can receive a new code for the account verification.
6. After verifying the OTP, a confirmation message appears and the user can then press “Continue”.
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7. Press “Continue”, and a new view appears in order to set the password. The user can now set their password and click “Continue”. If the password meets the password validation rules, the account is then configured for future logins.
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2. Logging into the Portal

Note: After the first login, the user will be directed to step 2 for subsequent logins and the first part of the procedure is skipped.  

For the standard login procedure, after pressing the “Login to portal” button in the homepage, the login view will appear:
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1. The user can just type in their username and password and press the “Sign In” button. If the credentials are correct, a new window appears:

[image: A screenshot of a computer

Description automatically generated]




2. The user can choose whether to use email or their mobile number (if the user has been setup to receive the token on their mobile). By clicking on continue, a new window appears:
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3. The user must click-on “Send Verification Code” in order to receive the code to log into the portal. When pressing this button, the OTP window will appear:
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4. The user can type in the OTP received via email (or mobile) and can press “Verify code”, or “Send new code” in order to get another OTP.
After this, a new window appears that confirms the successful verification of the code:
[image: ]
5. The confirmation message means the user can select “Continue” in order to log into the portal.




3. [bookmark: _Toc166157468]Possible errors scenarios
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3.1 Numbers of tries to authenticate allowed
The new login allows the user a number of attempts before the systems blocks the user for a specific time. 

· For the actual login with the password, the user has 10 attempts to enter the correct password; after the 10th attempt, further attempts blocked for 1 minute. 
· Subsequent incorrect attempts will result in the blockage happening every time the user tries to log in and the time to wait is increased every 10 attempts that the password is entered incorrectly, up to a maximum of 5 hours.
· For the OTP, the system generates a token that can be entered a maximum of 5 times, after 5 attempts, the user must wait 10 minutes to generate a new code that can be used again 5 times.

Both these cases generate error messages, displayed to the user in the login page.

[bookmark: _Toc166157470]3.2 Error messages

Generic required field messages; mean that a field that is necessary to login not entered 
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“We can’t seem to find your account”, means the username entered by the user does not exist.
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“Your password is incorrect” should be self-explanatory:
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“You have entered the wrong code”, means the OTP is not correct.
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The following message is when the user exceeds the maximum attempts at entering a valid password. Your account is temporarily locked to prevent unauthorised use. Try again later.
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“You have exceeded the numbers of retries allowed”, means the user has exceeded the numbers of attempts to login to the portal:
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“The claims for verification control have not been verified” means the user is pressing the “Continue” button without verifying the code first. The user must first verify the OTP and then press “Continue”:
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The following error is shown when trying to set a password that does not meet the password validation rules:
[image: ]

The error message "There are too many requests at this moment. Please wait for some time and try again” is when there are too many requests (too many users trying to log in) at the same time or too many users trying to get a token at the same time. 

“Your account has been locked. Contact your support person to unlock it, try again.” The account has been disabled via the administrative console (note this is different from the temporary blockage when entering an invalid password).
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CLAIMSPYRTAL

LOGIN TO PORTAL

The Claims Portal aims to support Pre-Action Protocols by
providing a trusted, reliable, secure, swift, electronic
communication system.

The Claims Portal, developed by CRIF. is a secure electronic portal enabling communications via web services, and has
the option of application to application (XML interfaces) with claimant lawyer's and insurers/compensators' existing in-
house systems. The Claims Portal facilitates secure electronic exchange of all information refating to  claim, including
documentation, such as medical reports, between claimant lawyers and insurersicompensators.

Contact Info

User guides and useful information
can be found at: claimsportal org_uk

Access Policies

Access 1o the Portal is governed by
Portal User Agreements which set out
the General Conditions of Use on
which you may use the Portal provided
by Claims Portal Limited
notice-website/

https //www claimsportal org uk/cookie-
policy/

Helpdesk

I you have forgotten your usemame
or password, please contact your
internal Portal Administrator. For other
matters, please visit

https-//wwew claimsportal org.uk

News

Production Site Maintenance - The Production site will be unavailable between the hours of 17:00 on Saturday 25t to 13:00 on
Sunday 26th March due to scheduled maintenance.

SSL Certificate PRODUCTION - We will be updating the SLA certificate in PRODUCTION on 7th March at 08 AM. Web users do not
need to take any action. A2A users that need to manually update the new certificate can obtain a copy from the Help Desk.
helpdesk@rapidclaimsettiement org.uk

IMPORTANT: Are you aware of the new password validation rules that will apply from 17th January? View the news section on the
Claims Portal web site for further detalls. https://www.claimsportal.org.uk/

MULTIFACTOR AUTHENTICATION — Went live on 21t March 2022. Please review information in news section of Claims Portal web
site.

User Information

IMPORTANT INFORMATION
For security reasons all user accounts have an expiry date. Administrations wil receive an email 14 days before their Admin account is
due to expire and must change the expiry date to retain access to the portal. Please review the web site for guidance on how to change

Do not share your User ID or Password, as it is a breach of the Claims Portal User Agreement to share credentials.

For Litigants in Person (LIP's) you have the right to request inaccurate personal data about you is rectified, particularly i it factually
inaccurate. If any of your personal data has changed, you can update it by logging into the portal in the usual way. Further information
about your data subject rights can be found in our Privacy Notice

Before you enter your details onto the Portal please click the following links to review our Privacy Notice, Terms of Use and Cookies Policy
on the Claims Portal website for more information. Is your intemet browser version up to date? The Claims Portal supports IE/Edge
version 79 or above, Google Chrome and Firefox but you must ensure that you are using the latest version supported by your supplier —
this is for security reasons and the protection of you/your clients data

To reset your Administrator password online use the "Cannot access your Administrator account?" link located in the Login section.

Do you have a user guide? Go to the web site hitps /i claimsportal org.uk! to keep up to date and view user guides.

CLAIMS PORTAL HELPDESK HOURS:
Monday to Friday 08:00~18:00 (excluding bank holidays)
Saturday 08:00 — 14:00

CLAIMS PORTAL SERVICE HOURS:
Monday to Friday 07:00~19:00 (excluding bank holidays)
Saturday 08:00 — 14:00
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